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Let 0 be an order of any quadratic number field. In this paper we show that 
under the assumption of the generalized Riemann hypothesis the following deci- 
sion problems are in NP rl co-NP: 
1. Is a given ideal A of 0 principal? 
2. Given ideals A,, . . . , Ak of 0, do their equivalence classes generate the 
class group of O? 
3. Given ideals A,, . . . , Ar of 0, is the class group of 0 the direct product 
of the cyclic subgroups generated by the equivalence classes of the Aj? Q 191 
Academic Press, Inc. 
1. 1NTRoDucT10~ 
Let A be a rational integer which is not a perfect square, A = 0, 1 mod 4. 
Then 
is the quadratic order of discriminant A. 
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In McCurley (1989) and Buchmann and Williams (1989)’ it was shown 
that the following decision problems belong to the complexity class NP. 
(P) Is a given ideal A in 0 principal? 
(h) Is h’ E Z,, equal to the class number h of O? 
In McCurley (1989) these results are established for imaginary quadratic 
fields and in Buchmann and Williams (1989) they are extended to real 
quadratic fields. 
We remark that (h) could be proved to be in NP only under the assump- 
tion of the generalized Riemann Hypothesis (GRH); in fact, it was shown 
that under this assumption there is always a short proof for the actual 
value of the class number of any quadratic order. Hence, we see that (h) 
E co-NP. In addition, we consider in this paper the following decision 
problems. 
_ (G) Gfien ideals A,, . . . , Ak of 0, do their equivalence classes 
AI,. . . , Ak generate the class group Cl of O? 
(C) Given ideals A,, . . . , Ak of 0, is Cl = (xi) X * * * X (&) 
valid? 
(0) Given an ideal A of 0 and A E Z,, , is A the order of x in Cl? 
We will prove in this paper 
THEOREM 1.1. Under the assumption of the GRH the problems (h), 
(P), (G), (C), and (0) belong to the complexity class NP n co-NP. 
2. THE PROOFS 
Here and in the sequel we will assume that the quadratic order 0 is 
given by its discriminant A and that ideals A in 0 are primitive and given 
as 
A = Za + Z (” +,““) 
with u, b E Z. Computation in the class group works as follows: first we 
apply a reduction procedure (see, for example, Williams and Wunderlich 
(1987, p. 414)) to the ideals whose classes are to be considered. This 
reduction procedure is a polynomial time process (in log /a(, log 1 b 1, and 
log [AI); moreover, if A is reduced, then (al, Ib( I 2m. Every multipli- 
I While the methods of Buchmann and Williams (1989) and McCurley (1989) were applied 
to the maximal order of a quadratic field, these methods with little modification can also be 
applied to any order of a quadratic field. 
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cation in the class group is then effected by a multiplication of two re- 
duced ideals followed by a reduction. Hence, except for the initial reduc- 
tions, multiplication in CI is polynomial in log /A]. Further details 
concerning these ideas, which originated in the work of Lagrange and 
Gauss, can be found in Williams and Wunderlich (1987). 
LetA,, . . . , Ak be ideals of 0. Assume that their equivalence classes 
generate Cl and that a prover P wants to demonstrate this to a verifier V in 
polynomial time. Under the assumption of the GRH the equivalence 
classes of those prime ideals PI, . . . , P, whose norm does not exceed 
Ci(log 1A1)2, where Ci is an absolute constant, generate Cl (see Bach 
(1990)). As this system is of polynomial length, P could provide this 
system to V who can easily verify that each given Pi is indeed a prime 
ideal. In addition to this, in order to prove that S = {xi, . . . , &} 
generates Cl, all P needs to give to V is a representation of the generators - 
Pl,. * - 7 F,, in this system: 
i=l 
withbijEZh={O, 1,. . . , h - 1) for 1 5 i I k, 1 5 j 5 n together with 
short proofs for (1) which exist since (F) E NP. This shows 
PROPOSITION 2.1. (G) E NP. 
Now suppose that P wants to prove to V that Cl = (Ai) X * * * x (&). 
Then he uses 
PROPOSITION 2.2. Let G be a finite abelian group and let gl, . . . , gk 
be a generating system for G. Then G = (gl) X * * - X (gk) is a basis of G if 
and only if h’ = nf=, ord g; divides IGI and if ord gi > 1 for 1 I i I k. 
Proof. Clearly, if G = (gi) X * * * X (gk) then h’ = IGI. 
Conversely, assume that h’l IGI. The vectors vj = (Vij, . . . , ub) with 
ug = 0 for i # j and Vii = ord gi (1 5 i, j 5 k) form a basis of a sublattice y’ of 
thekemelyofZk+G,v=(ul,. . . , uk) I+ l-If=, g?. y’ is of finite index 
in y and det y = /Cl, det y’ = h’. Hence, h’l jGI implies that h’ = /Cl and 
that {vi, . . . , vk} forms a basis of y. As a consequence, G = (gi) X . * * 
X (gk) because for every vector v E y, v = (ui, . . . , uk) we must have 
Ui E 0 mod ord gi for 1 I i 5 k. n 
After having proved that S generates Cl and that h is the class number 
of 0, P must only give the orders ai of Ai (1 I i I k) to V and short proofs 
of the principality of A?. Then V can verify that ord Ailai for 1 4 i 5 k at@, 
therefore I”&, ord Ai I h which by Proposition 2.2 means that Cl = (A,) 
x . . . X (A&. So we have proved 
PROPOSITION 2.3. (C) E NP. 
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We remark that the above proof also demonstrates to V that ai is the 
order of Ai for 1 I i I k. Once P has proved to V that S is a basis of Cl he 
can now give short proofs for (0). Let A be an ideal of 0. Then we have 
j&fij@, (2) 
i=l 
where Xi E Z is unique modulo ai (=ord &) for 1 I i 5 k. We also have 
ord A = lcm al ak gcd(a,,x,)’ ’ ’ ’ ’ gCd(Q,Xk) ’ (3) 
IfP gives xi, . . . , Xk to V and a short proof for (2), then V can use (3) to 
check whether a given number a is the order of A. This shows 
PROPOSITION 2.4. (0) E NP rl co-NP. 
And 
PROPOSITION 2.5. (P) E NP n co-NP. 
Now suppose that P wants to prove that for ideals A,, . . . , Ak of 0 
the system S = {xi, . . . , &} iS not a basis of Cl. If there is a nontrivial 
relation among the elements of S, then P presents this relation to V 
together with a short proof for its correctness. P also gives the orders ai of 
Ai in Cl to V (1 I i 5 k) together with short proofs for their correctness. 
Then V can verify that the relation is, in fact, nontrivial. But if S is a 
multiplicatively independent system which is not a generating system for 
Cl, then we must have @=i ai < h for which by Proposition 2.4 and by the 
results of McCurley (1989) and Buchmann and Williams (1989) there ex- 
ists a short proof. 
PROPOSITION 2.6. (C) E co-NP. 
Finally, P wants to prove that for ideals Al, . . . Ak the system 
&, . * * , &} does not generate Cl. 
By Proposition 2.3 we may assume that both P and V know a generating 
systemB = {R,, . . . , &} of Cl with Cl = (&) x + * * x (B,) and the 
ordersbiof&inClforlIiam. 
If S is not a generating system for Cl, then there must be an element B = 
Q!Ji BP which has no representation in terms of the elements of S. Let 
&q= fijjyo for 1 ‘j 5 k. 
i=l 
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If 3 were representable by S, this would mean that 
Since S is a basis of Cl, this would mean that 
hi=$tIijXj+Xk+lbi for 1 I, i 5 m (5) 
j=l 
with Xk+i E Z for 1 5 i 5 m. P need, therefore, only present the matrix 
(n&xk and the vector (Xi), to V. Using the method mentioned in Frumkin 
(1977) V can then figure out the unsolvability of (5) in polynomial time. So 
we have 
PROPOSITION 2.7. (G) E co-NP. 
3. SOMEREMARKS 
The methods used in this section can be used to prove Theorem 1.1 for 
any finite abelian group G if the problems analogous to (P) and (h) are 
known to be in NP and if both P and V know the same generating system 
for G of polynomial length. 
It is certainly an interesting question as to whether parts of Theorem 1.1 
can be proved without assuming the GRH. For example, can one show 
that (P) E co-NP or (h) E co-NP unconditionally? 
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